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Fall is Here
Learning and Information Technology Services (LITS) will work in collaboration with schools to assure

safe and secure access to instructional resources that support student learning.

/) Do you need technical reminders? Don't forget the support you can find within our EPS Portal. Please
'd open support tickets if you have individual needs.
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Managed bookmarks » }-e[pDesk Web

Open an Internet Browser '

Click upper left Corner

Status Alerts Page
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<

o Our Status Alert page provides an opportunity for our staff and
Status Alerts families to see if the challenges they are having with technology

N, require support from the district or are part of a larger issue.

N

Cyber security Month



https://epscloud-my.sharepoint.com/personal/helpdesk_apps_everettsd_org/_layouts/15/onedrive.aspx?id=%2Fpersonal%2Fhelpdesk%5Fapps%5Feverettsd%5Forg%2FDocuments%2FHelpDesk%20How%2DTo&originalPath=aHR0cHM6Ly9lcHNjbG91ZC1teS5zaGFyZXBvaW50LmNvbS86ZjovZy9wZXJzb25hbC9oZWxwZGVza19hcHBzX2V2ZXJldHRzZF9vcmcvRWczZzcxU0w1cFJGcl9iN3Z1cTFjZDRCT3MxTlIwOHRpX2o0WGgxNmpmbFNFUT9ydGltZT1Lci1jbWVoczJVZw
https://everettsd.service-now.com/sp
https://everettsd.service-now.com/sp?id=index
https://www.everettsd.org/Page/38108
https://www.everettsd.org/Page/38108

What is Cyber Security? How You Can Protect Yourself from Cyber Attacks

What is Y
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Phishing and Spoofing

Staff are reminded to be careful with emails that look suspicious.

Please do not forward these for verification — take a screenshot if

you need to ask questions. Bad actors are getting bolder and are
sathy TI PS even using legitimate email accounts to send emails to get personal

information or have recipients click on a link that gives them access

to district systems. Stay alert and informed to protect your
information, your colleagues’ information, and our families.

Stop - Think - Verify: This email message originated from cutside of Everett Public Schools. Please do not click links or apen attachments
unless you recognize the sender's email address and know the content is safe.

Stop - Think -Verify Banner

Any email originating outside of Everett Public Schools will have the banner above. Please be sure that

the email is from a known source before opening the email and/or clicking on any links.

Password Safety

Staff Password: .

« Optional: Add security questions to help whenever you forget your password: How to Directions.



https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/spoofing-and-phishing
https://cdn.smore.com/u/ef8d/b0147308bcb1e0dde6fa102f9cd5f259.jpeg
https://docushare.everett.k12.wa.us/docushare/dsweb/Get/Document-120656/Setting%20up%20Security%20Questions%20for%20self-serve%20forgotten%20password%20option.pdf

Password Requirements

8 Characters
Mew Each Time

Protect Your
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Special Character

STUDENT
PASSWORDS

STUDENT ID

Passwords: First Line of Security

Forgotten passwords at the start of the year do present a definite challenge for staff, students and
guardians alike. Strong passwords are the best way to protect identity, sensitive information, email
and files.

FOR STAFF: Start with your own secure password
» Add security and rest your own forgotten password by answering a few questions. Directions for
setting_up challenge question responses for self-serve forgotten password option.

» Never share your password information. That is part of EPS Board Procedure 5225P regarding
data security. Staff are granted certain security and access to data based on their role and
actions are logged by that log in.

FOR STUDENTS: Help students be aware of online safety and help them update their passwords

» Student identification numbers are not secure and so any student who has their password as
their student number is open to having others log in and misbehave in their accounts in all
platforms (google, Zoom, Canvas and more).

» For our youngest students, the teacher can work out a teachable pattern, but all students at
every grade level need a password that is not their ID or name for their own safety. Teachers have
the Password Reset Toolbox on their desktops. Any teacher missing the toolbox should open a
support ticket for a software install.



https://docushare.everett.k12.wa.us/docushare/dsweb/Get/Document-120656/Setting%20up%20Security%20Questions%20for%20self-serve%20forgotten%20password%20option.pdf
https://docushare.everett.k12.wa.us/docushare/dsweb/Get/Document-82879/Passwords%20-%20How%20to%20Reset%20Student%20Passwords%20using%20Password%20Reset%20Tool%20.pdf
https://everettsd.service-now.com/sp?id=sc_cat_item&sys_id=9cf5ec8cdbef7b005e3054f9489619d8&sysparm_category=8462670fdb81ff0028b3e8ca489619c9

Parent University has a link to this video to show parents how to do their own reset.

On Demand Resources: EPS Portal
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https://everettsd.instructure.com/courses/9892/pages/portals
https://youtu.be/YwBSu0orTeA
https://everettsd.instructure.com/courses/9892/pages/portals

Instructional Hardware Portal %, Edit

WELCOME TO THE INSTRUCTIONAL HARDWARE PORTAL

Everett Public Schools is suppernted by our community through technelogy levies which provide classroom
technologies and student computers to suppert, enhance, and deepen student leaming. As staf increase their
technical capacity the hardware and software provided for instruction evolves This portal has information
about the basic hardware available to classroom teachers for instructional use

Click on each icon te learn more.

Document Comera Boxlight Panel + Lynx Manitor

Frontrow Mic and Specker

Panel Resources

Our LITS team will be joining buildings to support the first week of
Panel implementation. See the Panel Delivery schedule for High
Schools and Session 2 Training dates below.

Access training resources on demand via our Hardware Portal

Request additional PD for your school, PLC, and/or grade level via
the Request Panel Help Desk Ticket

Safety First: Shut down your Panel when

unattended and at night
Make sure you physically use the power switch to shut down the panel mﬁfmﬂﬂm
EVERY DAY and/or WHEN YOU LEAVE YOUR ROOM UNSECURED SAFETY \E:

This protects your files and confidential information. STARTS T YOU! tl‘



https://everettsd.instructure.com/courses/3469304
https://everettsd.instructure.com/courses/3469304
https://everettsd.service-now.com/sp?id=sc_cat_item&sys_id=4b27d96edbb01910e413257bca9619a2
https://cdn.smore.com/u/4a14/bdc0a0d68b7d8740c2ea941121424435.jpeg

Audio Enhancement Devices

The district provided sound enhancement systems to support both staff and students. These devices
help staff to project teacher voice for all students to hear without compromising their vocal cords. This
also ensure that students can hear the full lesson to engage in the learning.

Check out the videos below to learn more about how these devices help all (students and staff).

On Demand Resources: Available on our Instructional Hardware Portal in Canvas Link

Sound Enhancements JUNO Intro

frontrow

g

ELEMENTARY SCHOOLS

Sound Amplifier

Introduction

SECONDARY

Sound Amplifier

CleverShare: New Look



https://everettsd.instructure.com/courses/3469304/pages/sound-enhancement-elementary-classrooms

DT: Clever- P-12

Clever

Clever One username and password unlocks any app on any device for students, teachers, and
staff. Clever offers a way for students and teachers to log in and connect to key district

resources.

In Everett Clever is used for:
Access Directions

+ EMC Passport + SchoolPace
New Clever Interface for Teachers t. [ | p o . SpringBoard
» GoGuardian (Staff only) » Savvas Realize

Software Installation Process

To improve safety and security of personal information and the
district network we use our software installation procedure.

Core applications and updates are loaded into the Microsoft Store or
Software Center.

Requests for software or online digital resources occurs twice a
year: December and May

 Digital Tool Review support ticket -building-based or individually
requested applications will be reviewed.

« Current approval status and the review process on

instructional tools can be found in Canvas on the Digital Tools
Portal.
o Learn more about why we the need enhanced security

practices

Learning & Information Technology Services

@ 3900 Broadway Everett, WA 982.. g sbarbano@everettsd.org

L, 425-385-4200 &) everettsd.org/domain/108



https://everettsd.instructure.com/courses/3433257/pages/dt-clever-p-12
https://everettsd.service-now.com/sp?id=sc_cat_item&sys_id=71900bfddb38c8105e3054f948961952
https://everettsd.instructure.com/courses/3433257/pages/software-approval-status
https://everettsd.instructure.com/courses/3433257/pages/digital-tools-approval-process
https://everettsd.instructure.com/courses/3433257
https://epscloud-my.sharepoint.com/:b:/g/personal/11254_apps_everettsd_org/ETmWQKeCw8ZKp-yS4wbW-kMBiw2SMzvYF9zH-KtW-0Q2tw?e=0Eppoi
https://cdn.smore.com/u/0fef/b468e07689f2b722c81bc8ada2b8cefb.jpeg
http://www.twitter.com/@Technology_EPS
https://cdn.smore.com/u/81b1/6092b1eca32bb983f294a91d4872d60c.jpeg
http://maps.google.com/maps?daddr=3900%20Broadway%20Everett%2C%20WA%2098201&hl=en
mailto:sbarbano@everettsd.org
tel:425-385-4200
https://www.everettsd.org/domain/108

